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The escalating sophistication and frequency of cyber threats
require advanced solutions in cybersecurity research. Partic-
ularly, phishing and malware detection have become increas-
ingly reliant on data-driven approaches. This paper presents
a unique dataset precisely curated to bolster research in net-
work security, focusing on the classification and analysis of
internet domains. This dataset contains information for over
a million internet domains with detailed labels distinguish-
ing between phishing, malware, and benign traffic.

Our dataset is distinctive due to its comprehensive compi-
lation of metainformation derived from multiple sources, in-
cluding DNS records, TLS handshakes and certificates, WHOIS
and RDAP services, IP-related data, and geolocation details.
Such rich, multi-dimensional data allows for a deeper anal-
ysis and understanding of domain characteristics that are
critical in identifying and categorizing cyber threats. The in-
tegration of information from diverse sources enhances the
dataset’s utility, providing a holistic view of each domain’s
footprint and its potential security implications.

The data is formatted in JSON, ensuring versatility, accessibil-
ity for researchers, and easy integration into various analyt-
ical tools and platforms, facilitating ease of use in statistical
analysis, machine learning, and other computational analy-
ses. Our dataset’s extensive volume and variety surpass any
known publicly available resources in this field, making it an
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invaluable asset for both academic and practical development
and testing of cybersecurity solutions.
This paper thoroughly describes the value of the data, de-
tails the comprehensive methodology employed in the col-
lection process, and provides a clear description of the data
structure. Such documentation is crucial for ensuring that
the dataset can be effectively utilized and reapplied in a
variety of research contexts. Its structured format and the
broad range of included features are critical for developing
robust cybersecurity solutions and can be adapted for emerg-
ing threats.
© 2025 The Authors. Published by Elsevier Inc.
This is an open access article under the CC BY license
(http://creativecommons.org/licenses/by/4.0/)

Specifications Table

Subject
Specific subject area

Type of data

Data collection

Data source location

Data accessibility

Related research article

Computer Networks and Communications

Cybersecurity, focusing on detecting phishing, malware, and benign
domain names using multi-source data analysis.

JSON dump + JSON Schema with field descriptions.

Filtered.

The dataset was compiled using domain name and URL lists from various
sources. Benign domains came from the Cisco Umbrella’s top million list
and traffic from CESNET, a Czech academic network. Phishing domains
were sourced from OpenPhish and PhishTank, while malware domains
originated from platforms like URLHaus and ThreatFox. Domains were
filtered to prevent mislabeling and validated via VirusTotal to eliminate
false positives. Data enrichment involved DNS, TLS, RDAP/WHOIS, IP
geolocation, and round-trip time measurements, using a custom Python
program with MongoDB for storage. The JSON format ensured consistent
structuring across the dataset.

Data sources were various Internet servers worldwide, including those in a
real ISP network of the CESNET association. The collection point was a
server at Brno University of Technology, Czechia.

Repository name: A Dataset of Information (DNS, IP, WHOIS/RDAP, TLS,
GeolP) for a Large Corpus of Benign, Phishing, and Malware Domain Names
2024

Data identification number: 10.5281/zenodo.13330073

Direct URL to data: https://zenodo.org/records/13330073

R. Hranicky, A. Hordk, ]. PoliSensky, O. Ondryas, K. Jefabek, and O. RySavy
“Spotting the Hook: Leveraging Domain Data for Advanced Phishing
Detection”, in Proceedings of the 20th International Conference on
Network and Service Management (CNSM). IEEE, 2024, pp. 1-7

1. Value of the Data

» The dataset provides comprehensive information about phishing, malware, and benign do-
mains enriched with diverse metadata collected from various sources such as DNS, GeolP,
TLS, and RDAP/WHOIS. This makes it a valuable resource for all researchers in the field of
network security, malware analysis, and phishing detection.

Researchers may use the dataset to explore domain usage trends, attacker infrastructure pat-

terns, and the lifecycle of malicious domains. Its precise labeling and multi-source structure
enable statistical and comparative analysis of structural, temporal, and geographic character-
istics across domain classes. The data supports detailed investigation of TTL values, certifi-
cate chains, registration details, and IP distributions. It also allows for studying cross-source
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feature correlations, designing data fusion strategies, and selecting robust indicators of mali-
cious behavior.

The dataset is also well suited for developing cybersecurity solutions that detect and miti-
gate domain-based threats. Such software includes intrusion detection systems, domain rep-
utation scoring tools, and threat intelligence enrichment platforms. The detailed metadata
supports building tools for anomaly detection, real-time phishing and malware classification,
and proactive threat identification.

Moreover, since the datasets are provided in the JSON format, covering raw information taken
from multiple publicly available sources, it is useful for studying relationships between dif-
ferent data sources.

Researchers and data scientists can use the data to train and benchmark machine learning
models for the popular and important network security task of distinguishing benign and
malicious network resources. We have previously shown the feasibility of using similarly
shaped data for detecting phishing domain names [1,2].

This dataset considerably extends the data used in [1] and [2], carefully curates the
existing entries, adds over 96,000 new phishing entries, and introduces two entirely
new subsets of benign and malware domains. We are unaware of any other dataset
with such a high number of labeled domains enriched by multiple related domain
information covering verified phishing and malware domains publicly available to the
community.

2. Background

The Domain Name System (DNS) is an essential component of Internet communication,
serving as the primary entry point that directs users to their intended destinations. Con-
sequently, numerous network security solutions work with domain names to prevent users
from accessing harmful endpoints. Many research teams focus on the DNS data and utilize
machine learning to rank the maliciousness of each domain. Existing studies examine vari-
ous domain-related features, with some [3-5] relying solely on data from the DNS system,
while others [6-10] also incorporate IP, TLS, WHOIS/RDAP, or geolocation information. Un-
fortunately, many studies do not make their datasets publicly available, and those that do
are often constrained by low amounts of malicious domain samples [10], or are limited in
their related information provided [3], mostly to a single data source only. To address these
gaps, we extend the methodologies of the existing works by collecting data on a larger set
of domains and integrating several different categories of publicly available domain-related
information.

3. Data Description

This article describes a dataset of labelled benign, phishing, and malware domain names,
filtered through VirusTotal, and enriched with extensive data from various external sources. The
dataset was published in the Zenodo data repository [11]. It is organized into a JSON Schema file
(schema.json) and four JSON files, one for each of the included subsets (labels):

- benign_umbrella.json contains data objects for 368,956 domain names labeled as benign; the
list of source domain names was based on Cisco Umbrella’ data.

- benign_cesnet.json contains data objects for 461,338 domain names labeled as benign; the list
of source domain names was based on traffic in the CESNET? academic network.

1 Cisco Umbrella Popularity List: https://s3-us-west-1.amazonaws.com/umbrella-static/index.html.
2 CESNET: https://cesnet.cz/en].
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Fig. 1. Availability of specific domain-related data types across the datasets.

« phishing.json contains data objects for 164,425 domain names labeled as phishing; the list of
source domain names was based on phishing URLs published in PhishTank® and OpenPhish.*

« malware.json contains data objects for 100,809 domain names labeled as malware, the list of
source domain names was based on URLs and domain names published in ThreatFox,” The
Firebog,® Steven Black’s hostfiles’ consolidated from various sources, the Spam404 list,® the
Rescure® Malicious Domain Blacklist, URLhaus'® and various other malicious domain name
blacklists from GitHub.

The JSON files follow the MongoDB Extended JSON (v2) format'! in the Relaxed Mode. They
contain a single top-level JSON array with the data objects represented as structured JSON ob-
jects. Each data object adheres to the included JSON Schema. Table 1 gives an overview of the
schemas.

Each data object captures the data collected for a domain name from DNS, RDAP or WHOIS,
and from a TLS handshake; additionally, each contains an array of related IP addresses. For each
IP address, the dataset includes data collected from RDAP, MaxMind’s GeoLite2 City and ASN
databases,'? the NERD'® reputation system, and a round-trip time measurement originating from
a single machine in the CESNET network. The number of present data types differs for each do-
main name. The charts in Fig. 1 show for how many data objects the DNS, TLS, and RDAP/WHOIS
data collection succeeded. Similarly, Fig. 2 shows how many data objects contain at least one IP

3 PhishTank: https://phishtank.org/.

4 OpenPhish: https://openphish.com/.

5 ThreatFox: https://threatfox.abuse.ch/.

6 The Firebog: https://firebog.net/.

7 Steven Black’s consolidated hostfiles: https://github.com/StevenBlack/hosts.

8 Spam404 lists: https://github.com/Spam404/lists/.

9 Rescure: https://rescure.me/.

10 URLhaus: https://urlhaus.abuse.ch/.

11 MongoDB Extended JSON: https://www.mongodb.com/docs/manual/reference/mongodb-extended-json/.
12 MaxMind’s GeoLite2 Free Geolocation Data: https://dev.maxmind.com/geoip/geolite2-free-geolocation-data/.
13 CESNET NERD: https://nerd.cesnet.cz/.
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Table 1
A description of the data structure.
Field name Field type Nullable Description
domain_name String No The evaluated domain name
url String No The source URL for the domain name
evaluated_on Date No Date of last collection attempt
source String No An identifier of the source
sourced_on Date No Date of ingestion of the domain name
dns Object Yes Data from DNS scan
rdap Object Yes Data from RDAP or WHOIS
tls Object Yes Data from TLS handshake
remarks Object No DNS/RDAP/TLS evaluation dates and times
ip_data Array of Yes Array of data objects capturing the IP
Objects addresses related to the domain name
malware_type String No The malware type/family or “unknown” (only
present in malware.json)
DNS data (dns field)
A Array of Strings No Array of IPv4 addresses
AAAA Array of Strings No Array of IPv6 addresses
TXT Array of Strings No Array of raw TXT values
CNAME Object No The CNAME target and related IPs
MX Array of No Array of objects with the MX target hostname,
Objects priority and related IPs
NS Array of No Array of objects with the NS target hostname
Objects and related IPs
SOA Object No All the SOA fields, present if found at the
target domain name
zone_SOA Object No The SOA fields of the target’s zone (closest
point of delegation), present if found and not a
record in the target domain directly
dnssec Object No Flags describing the DNSSEC validation result
for each record type
ttls Object No The TTL values for each record type
remarks Object No The zone domain name and DNSSEC flags
RDAP domain data (rdap field)
copyright_notice String No RDAP/WHOIS data usage copyright notice
dnssec Bool No DNSSEC presence flag
entitites Object No An object with various arrays representing the
found related entity types (e.g. abuse, admin,
registrant). The arrays contain objects
describing the individual entities.
expiration_date Date Yes The current date of expiration
handle String No RDAP handle
last_changed_date Date Yes The date when the domain was last changed
name String No The target domain name for which the data in
this object are stored
nameservers Array of Strings No Nameserver hostnames provided by RDAP or
WHOIS
registration_date Date Yes First registration date
status Array of Strings No The state of the registered object (see RFC
7483, section 10.2.2)
String No URL of the RDAP usage ToS
terms_of_service_url
url String No URL of the RDAP entity
whois_server String No WHOIS server address
TLS data (tIs field)
cipher String No TLS cipher suite description according to IANA!
protocol String No One of “TLS”, "TLSv1.2”, "TLSv1.3”
certificates Array of No Array of objects representing the certificate
Objects chain, the first element is the root certificate
IP data (elements in the ip_data array)
ip String No The IP address
from_record String No The type of the DNS record the address was

captured from

(continued on next page)
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Table 1 (continued)

Field name Field type Nullable Description

remarks Object No Ping round-trip time, “is alive” flag and
RDAP/geo/asn evaluation dates and times

rdap Object Yes RDAP data, similar to DNS RDAP, see the JSON
Schema for details

geo Object Yes Geolocation data from the GeolLite2 City
database (e.g. latitude, longitude, city, country,
etc.)

asn Object Yes Autonomous system data from the GeoLite2

ASN database (ASN, organization, network)
1 JANA TLS Cipher Suites: https://www.iana.org/assignments/tls- parameters/tls- parameters.xhtml#tls-parameters-4.

M IP data no data
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Fig. 2. Availability of IP addresses and related data across the datasets.

address record and at least one such record with geolocation data available. The source file for
the graphs in Figs. 1 and 2 is available in the source code repository [12] under the graph_sources
directory.

A portion of the dataset is based on the datasets that we originally collected for use in [1]
(between March and July 2023) and [2] (extending to November 2023). These previous datasets
both consist of only two subsets, benign and phishing. In both papers, we used the same benign
dataset which was a superset of benign_umbrella. This version described in this paper underwent
additional filtering (see Section “Filtering the Dataset”) to ensure the benignity of its entries. The
previous phishing datasets were both strict subsets of the phishing dataset described in the pa-
per. In [1], it contained 36,993 entries (unfiltered), and in [2], it contained 68,535 entries (after
a similar filtering process to the one described below). The current phishing dataset thus intro-
duces another 96,072 entries (collected up to July 2024) that were also subject to the filtering
process. Most notably, the benign_cesnet and malware datasets are new contributions (of 461,338
and 100,809 entries each) that have not been published previously. Another minor contribution
in this paper is the inclusion of the JSON Schema with field descriptions.

4. Experimental Design, Materials and Methods

The four subsets were collected using a common process consisting of making a list of in-
put domain names, filtering, and collecting the enrichment data. However, the first two phases
differed for each subset. In this section, we first explain how we acquired the labelled domain
names in each category. We show the filtering process, and finally, we describe the external data
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collection tool. The source code of all the custom software was published in a separate GitHub
repository [12].

4.1. The benign domain list based on Cisco Umbrella

To acquire a set of benign domains for the dataset, we chose the public Top One Million
list provided by the Cisco Umbrella platform. This selection was based on the platform’s collec-
tion methodology, which utilizes the DNS resolutions of millions of users across >150 countries
worldwide. The platform also includes subdomains and extends beyond domain hosting web-
sites, covering generally popular domains regardless of the services they provide. This charac-
teristic aligns the resulting dataset with a reliable source that mimics later real-world input for
domain classifiers.

To guarantee the inclusion of only benign domains within the dataset, we performed re-
currence filtering, as described by Rahbarinia et al. [13] (see cisco_umrella_benign_load.py in the
source code repository [12]). It works by selecting only those domains that consistently appeared
in the top list every month within a year’s worth of archives. This process resulted in a compiled
list containing 432,572 benign domains.

4.2. The benign domain list based on CESNET traffic

The second benign dataset was based on real-traffic domain names from a Czech academic
network operated by CESNET.! The CESNET domains represent a sample of domains used on the
Internet regardless of their popularity or age. The domains are extracted by network monitoring
probes placed in the CESNET network. The probes are configured to extract other data such as
TLS SNI information in addition to traditional flow statistics. The input domain list was compiled
from the TLS SNIs captured in the network.

Since data collected from the CESNET network is likely to contain sensitive information like
hostnames of concrete computers in offices, labs, students’ dormitories, etc., we applied an
anonymization process as follows:

« For all CESNET association members,’” we made a list of used 2nd and 3rd-level domain
names. Those are typically used for hosting web servers, mail servers, and other public ser-
vices. The institutions mainly use 2nd level domains, while their departments and faculties
utilize corresponding 3rd level domains. Including those in the dataset is desired.

» We removed all lower-level domain names that had a CESNET member domain suffix.
An exception was made for “www” as the 4th-level domain. For instance, member.cz,
department.member.cz, and www.department.member.cz were included in the dataset,
while pcfrank.department .member.cz was removed.

+ We also removed all domain names that contain concrete IP addresses, e.g.
1.2.3.4.something.com or 1-2-3-4.site.org.

To ensure the benignity of the domain names, we applied several filtering processes de-
scribed below in Section “Filtering the domain lists”.
4.3. The phishing domain list

The domains for the phishing dataset were collected from OpenPhish and PhishTank. Both
services publish new entries through a regularly updated feed (see OpenPhish Community

14 CESNET: https://cesnet.cz/en.
15 CESNET association members: https://cesnet.cz/en/about-us/association-members.
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Fig. 3. The distribution of domain name sources in the malware subset.

Feed!S and PhishTank Developer Information!”). We used a custom local instance of MISP'® to
continuously ingest new entries from the feeds. Twice every day, we transferred the newly seen
domain names from MISP to a MongoDB database through the Enrichment Data Collector and
executed the collection process (see Section “Enrichment data collection”).

4.4. The malware domain list

Malware data was collected periodically from several sources. Daily contributors were URL-
Haus, ThreatFox, and Rescure, where it was possible to get up to 500 domains per day from
each. Steven Black’s list was also checked periodically, although it was not updated every day.
The other sources were only ingested once, as they are not updated regularly. Fig. 3 shows the
share of individual contributors to the malware data subset.

The one-off contributors offer text files that were loaded directly into the database using
the Enrichment Data Collector. The others needed individual processing approaches. The mal-
ware_data directory in the source code repository [12] contains the scripts used for parsing,
storing, and loading the domain names into the database. The main script loader.py performs
the domain source collection process for all the sources except ThreatFox, which is handled in
threatfox.py.

Some sources offered additional labels indicating the malware type or family. For malware
domain names with this information available, Fig. 4 shows the share of individual malware
types.

Scripts for generating the graphs in Figs. 3 and 4 are available in the source code repository
[12] under the graph_sources directory.

4.5. Filtering the dataset

As previously noted, our datasets incorporate domain names from diverse sources. Although
the sources themselves indicate the benign, phishing, or malware character of the domains, they

16 OpenPhish feeds: https://openphish.com/phishing_feeds.html.
17 PhishTank Developer Information: https://phishtank.org/developer_info.php.
18 MISP, an open-source threat intelligence and sharing platform: https://www.misp-project.org/.
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Fig. 4. The distribution of malware types in the dataset. The X axis is logarithmic.
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Fig. 5. The filtering process based on VirusTotal.

might have been displaced in some cases. Therefore, we chose to verify all the domain name lists
via VirusTotal'® (VT), a renowned cybersecurity platform that can verify a URL or domain name
legitimacy based on information provided by 96 security vendors. This additional verification
was crucial for eliminating potential false positives and confirming the nature of the domains,
resulting in a more reliable dataset.

The architecture outlined in Fig. 5 describes the framework for domain validation, leverag-
ing the VT API provided to us for academic purposes. The input of the verification pipeline is
a dataset of domain names and related information in the form of an Apache Parquet file. Do-
mains are then verified by fetching data from VT and applying a decision strategy. We focus
on the results of analyses provided by security vendors. Each VT report contains the number of
vendors that have flagged the domain name as undetected, harmless, suspicious, or malicious. To
classify a domain name as benign, i.e., ensuring it is not filtered out from our benign dataset, we
required that no vendors had flagged it as suspicious or malicious. When filtering the phishing
and malware datasets, we instead required that at least three vendors had flagged the domain
name as suspicious or malicious.

This procedure was applied to the benign_umbrella, phishing, and malware subsets.

19 VirusTotal: https://www.virustotal.com/.
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Fig. 6. The filtration process for the domains sourced from CESNET.

The code that provides this domain verification process can be found in the data_verification
directory in the source code repository [12]. It includes all verification scripts, instructions, and
example input/output.

For the benign_cesnet subset, a different approach, still utilizing VT, was applied due to its
nature and the enormous number of records. The related code is available in the cesnet_data
directory in the source code repository.

The process applied to CESNET-originated domains is depicted in Fig. 6. The input set of
anonymized CESNET domain names was created by collecting data periodically each month,
forming the CESNET set. This set then underwent two independent filtering processes. The first
one was, again, inspired by the work of Rahbarinia et al. [13]. It included a threshold-based
filtering (see the threshold_filter.py script) that restricted the set to domain names that had been
seen at least ten times across the data. Then, we further reduced the set to only the domain
names that had appeared at least once each month (see the cesnet_common_domains.sh
script). These domains were more likely to be benign due to their consistent
usage.

Simultaneously, we carried out suffix reduction using the suffix_reduction.ipynb notebook. This
process removed duplicate and closely similar domains across the dataset, refining the data
by focusing on distinct domain entries. First, it grouped the inputs by a “registered domain”
(that is, the domain name one level above the public suffix). In the top 50 groups by num-
ber of (sub)domains, it randomly dropped 90 %. Finally, it took a random sample of 1 million
records.

Around 16,000 domains appeared in the results of both filtration processes. We considered
this intersection benign without further checking. The rest of the domain names yielded by the
first process that were not found in this intersection were then made subject to the same VT-
based verification process as described above.
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4.6. Enrichment data collection

The data from external sources were collected using a custom Enrichment Data Collector
(EDC) program implemented in Python 3.9. The source code is included in the collector direc-
tory in the source code repository [12]. The README.md file contains detailed instructions on its
usage. The program uses MongoDB for data storage.

The EDC is used in two phases: First, the domain lists must be loaded into the database
using the “load” mode. This creates a stub record in the selected MongoDB collection for each
input domain name. Several source formats are supported, and the EDC can also ingest domain
names from MISP feeds. Then, the EDC can be started in the “resolving” mode, where it iterates
through the records in the selected collection and attempts to obtain the enrichment data from
external sources. Each time the EDC is executed in the resolving mode, it performs an incremen-
tal update: for each domain, it queries only those external sources queried from which data are
missing. The EDC is designed modularly: the collection is handled using “resolvers”, independent
Python modules that accept a domain name and return a structure with the acquired data.

The EDC collects data in a best-effort way. Timeouts in the range of seconds are used to
ensure that the collection process does not stall. For all our datasets, the collection process was
re-executed many times to minimize the amount of missing data, but it is not guaranteed that
all data were collected for each entry. Collection attempts for various sources could have been
made at different times, so a data entry may not capture the domain name at a “single” point
in time.

Note that the approach to when the data was first collected differed across the input sets.
Both benign sets were assembled based on past traffic spanning over a long period of time.
The enrichment data were then collected in several attempts over a course of several weeks.
Conversely, the phishing and malware were built by combining static sets of domains deemed
malicious in the past and domain names ingested from dynamic sources (such as PhishTank)
close to when they had been reported. However, malicious domains are generally shorter-lived.
Thus, we executed the ingestion and collection process periodically (twice a day) to create the
most complete snapshot of newly seen domains while they were still alive.

Limitations

The dataset has limitations due to the diverse nature of the input domain lists and enrich-
ment data sources. Benign data from Cisco Umbrella were prefiltered, containing only domains
frequently observed over a year, introducing a potential bias toward long-established domains.
The other benign source, CESNET, gathered data from TLS SNI fields, limiting coverage to TLS-
enabled services. The users of the dataset should also adjust their analysis to mitigate the time
shift bias caused by the varying data collection dates and times among the records.

Both phishing and some malware sources report full URLs, but we used only the domain part.
Hosting a malicious resource, such as a phishing page or malicious code, does not necessarily
imply the entire domain was created for malicious purposes; it could be a legitimate domain
with a compromised subpage. To mitigate domain mislabeling, we applied VirusTotal filtering.
However, some mislabeled domain names may still be present in the dataset.

Finally, collecting registration data was constrained by availability and source rate limiting.
RDAP access is mandated only for gTLDs, not ccTLDs. When RDAP was unavailable, WHOIS was
used instead. However, due to provider unavailability or rate limiting, some registration data
may be incomplete.
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We explicitly confirm that no personal data about individuals was collected during this pro-
cess. The data, including hostnames, IP addresses, and geolocation information, were obtained
from publicly available resources such as public RDAP servers and the public GeoLite2 database.
Collected data pertain solely to servers hosting Internet services and not to individuals. Further-
more, we ensured that the dataset excludes any hostnames and IP addresses associated with
non-server computers, particularly those belonging to specific individuals within the CESNET
group.

The authors are committed to upholding the highest ethical standards in research and pub-
lication and confirm that the data collection and analysis processes were conducted with full
compliance with ethical guidelines and without compromising the privacy or personal informa-
tion of individuals.

CRediT Author Statement

Radek Hranicky: Conceptualization, Methodology, Resources, Writing - Original Draft, Su-
pervision, Project administration, Funding Acquisition, Ondfej Ondryas: Software, Investiga-
tion, Data Curation, Formal analysis, Writing - Original Draft, Adam Horak: Conceptualization,
Methodology, Software, Investigation, Writing - Original Draft, Visualization, Petr Pou¢: Soft-
ware, Validation, Writing - Original Draft, Kamil Jefabek: Conceptualization, Software, Investi-
gation, Data Curation, Writing - Review & Editing, Tomas Ebert: Software, Investigation, Visual-
ization, Writing - Original Draft, Jan PoliSensky: Software, Data Curation.

Data Availability

A Dataset of Information (DNS, IP, WHOIS/RDAP, TLS, GeolP) for a Large Corpus of Benign,
Phishing, and Malware Domain Names 2024 (Original data) (Zenodo).

Acknowledgments

We would like to thank Virus Total for providing us access to the API for research pur-
poses. Moreover, we thank the OpenPhish Team for granting permission to use and publish their
dataset. We also thank PhishTank, ThreatFox, The FireBog, and Github users Spam404, Steven-
Black, and AssoEchap for publishing their datasets under licensing terms that allowed us to use
them as sources of domain names.

The published dataset product includes GeoLite2 data created by MaxMind, available from
https://www.maxmind.com. We thank MaxMind for publishing their geolocation databases un-
der licensing terms that allowed us to include them in the dataset.

This research has been supported by the “Flow-based Encrypted Traffic Analysis” project, no.
VJ02010024, granted by the Ministry of the Interior of the Czech Republic, and the “Smart Infor-
mation Technology for a Resilient Society” project, no. FIT-S-23-8209, granted by Brno University
of Technology.

Declaration of Competing Interest

The authors declare that they have no known competing financial interests or personal rela-
tionships that could have appeared to influence the work reported in this paper.


https://zenodo.org/records/14332167
https://www.maxmind.com

R. Hranicky, O. Ondryds and A. Hordk et al./Data in Brief 62 (2025) 112062 13

References

[1] R. Hranicky, A. Hordk, J. PoliSensky, K. Jefabek, O. RySavy, Unmasking the phishermen: phishing domain detection
with machine learning and Multi-source intelligence, in: NOMS 2024-2024 IEEE Network Operations and Manage-
ment Symposium, IEEE, May 2024, pp. 1-5. doi: 10.1109/NOMS59830. [1]2024.10575573

[2] R. Hranicky, A. Hordk, ]. PoliSensky, O. Ondryas, K. Jefabek, O. Rysavy, Spotting the hook: leveraging domain data
for advanced phishing detection, in Proceedings of the 20th International Conference on Network and Service Man-
agement (CNSM 2024), Prague, Czech Republic, IFIP Open Digital Library, IEEE Xplore, 2024.

[3] M. Chatterjee, A.-S. Namin, Detecting phishing websites through deep reinforcement learning, in: 2019 IEEE 43rd
Annual Computer Software and Applications Conference (COMPSAC), IEEE, Jul. 2019, pp. 227-232, doi:10.1109/
COMPSAC.2019.10211.

[4] A. Drichel, N. Faerber, U. Meyer, First step towards EXPLAINable DGA multiclass classification, in: Proceedings of the
16th International Conference on Availability, Reliability and Security, New York, NY, USA, ACM, Aug. 2021, pp. 1-13,
doi:10.1145/3465481.3465749.

[5] L. Bilge, S. Sen, D. Balzarotti, E. Kirda, C. Kruegel, Exposure: a passive DNS analysis service to detect and report
malicious domains, ACM Trans. Inf. Syst. Secur. 16 (4) (Apr. 2014) 1-28, doi:10.1145/2584679.

[6] K. Hageman, E. Kidmose, R. Hansen, J. Pedersen, Can a TLS certificate Be phishy? in: Proceedings of the 18th Inter-
national Conference on Security and Cryptography, SCITEPRESS - Science and Technology Publications, 2021, pp. 38—
49, doi:10.5220/0010516600380049.

[7] R. Perdisci, I. Corona, G. Giacinto, Early detection of malicious flux networks via large-scale passive DNS traffic
analysis, IEEE Trans. Dependable Secur. Comput. (2012), doi:10.1109/TDSC.2012.35.

[8] L Torroledo, L.D. Camacho, A.C. Bahnsen, Hunting malicious TLS certificates with deep neural networks, in: Pro-
ceedings of the 11th ACM Workshop on Artificial Intelligence and Security, New York, NY, USA, ACM, Jan. 2018,
pp. 64-73, doi:10.1145/3270101.3270105.

[9] A. Drichel, V. Drury, J. von Brandt, U. Meyer, Finding phish in a haystack: a pipeline for phishing classification on
certificate transparency logs, in: Proceedings of the 16th International Conference on Availability, Reliability and
Security, New York, NY, USA, ACM, Aug. 2021, pp. 1-12, doi:10.1145/3465481.3470111.

[10] Y. Shi, G. Chen, ]. Li, Malicious domain name detection based on extreme machine learning, Neural Process. Lett. 48
(3) (Dec. 2018) 1347-1357, doi:10.1007/s11063-017-9666-7.

[11] R. Hranicky, A. Hordk, and O. Ondryas, “A dataset of information (DNS, IP, WHOIS/RDAP, TLS, GeolP) for a large cor-
pus of benign, phishing, and malware domain names 2024,” Dec. 2024, Brno, CZ: v2. doi: 10.5281/zenodo.13330073.

[12] A. Horak, O. Ondryas, P. Pou¢, T. Ebert, and K. Jefabek, “DomainRadar data in brief source code,” Aug. 2025, Brno,
CZ: d1f1a84. Accessed: Aug. 22, 2025. [Online]. Available: https://github.com/nesfit/domainradar-dib/.

[13] B. Rahbarinia, R. Perdisci, M. Antonakakis, Segugio: efficient behavior-based tracking of malware-control domains in
large ISP networks, in: 2015 45th Annual IEEE/IFIP International Conference on Dependable Systems and Networks,
IEEE, Jun. 2015, pp. 403-414, doi:10.1109/DSN.2015.35.


https://doi:10.1109/NOMS59830
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
http://refhub.elsevier.com/S2352-3409(25)00784-X/sbref0002
https://doi.org/10.1109/COMPSAC.2019.10211
https://doi.org/10.1145/3465481.3465749
https://doi.org/10.1145/2584679
https://doi.org/10.5220/0010516600380049
https://doi.org/10.1109/TDSC.2012.35
https://doi.org/10.1145/3270101.3270105
https://doi.org/10.1145/3465481.3470111
https://doi.org/10.1007/s11063-017-9666-7
https://doi.org/10.5281/zenodo.13330073
https://github.com/nesfit/domainradar-dib/
https://doi.org/10.1109/DSN.2015.35

	A multi-dimensional DNS domain intelligence dataset for cybersecurity research
	1 Value of the Data
	2 Background
	3 Data Description
	4 Experimental Design, Materials and Methods
	4.1 The benign domain list based on Cisco Umbrella
	4.2 The benign domain list based on CESNET traffic
	4.3 The phishing domain list
	4.4 The malware domain list
	4.5 Filtering the dataset
	4.6 Enrichment data collection

	Limitations
	Ethics Statement
	CRediT Author Statement
	Data Availability
	Acknowledgments
	Declaration of Competing Interest

	References

