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| Security of biometric systems |
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| Flnger fakes

Suprema SFM 3020
(fake — rubber stamp)

Fake fingerprints of different materials
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| Perspiration |

e Clarkson/Virginia universities

* 600 sweat glands in 1 inch? /
e Duration approx. 5 seconds
e High intra-class variability
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| Spectroscopic characteristics |

e Lumidigm Ltd.(Albuquerque)

e Clones: TST Biometrics GmbH, Sagem Morpho etc.
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| Ultrasonic technology

e Ultra-Scan / Optel
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Sound wave |’ ns
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Sound wave echos,
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| Temperature + Hot & cold stimulus | i

e Temperature
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| Pressure stimulus |

 National utility model UPV-19344

* Ridge elasfticity
e 20%

e Change of color (RGB)
¢« G~ 42
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| Pulsation of pixels |

e Using RGB, each channel
shown tiny pulsation

e Could be used for mobile
devices A A A A A A A4

e Only tfransparent finger
fakes could be used, dll
other do not work

e Our patent
UPV-304801
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| Electrical properties

e Bio-impedance >

e Resistance / Conductivity
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| Pulse I. |

e International patent WO/2007/036370

 National patent pending; new approach in
preparation

2
OQ’\‘\O =

Laser distance
measurement
module

High resolution
Common optical camera with
fingerprint scanner macro-objective
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| Pulse II. | i

* Macroobjective I.

Finger (front view)

Glass

L______ _ _»» @@ @

Semi-permeable i

mirror
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CCD camera

Macro-objective
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| Pulse Ill.

e Laser based solution
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| Troubles during scanning process |
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Veridicom 5" Sense

e Dirt on fingertip surface

Earth dust Metallic dust Fine sand Oiled finger

e Blurred images

Bergdata FCAT-100

« Change of pressure g

Veridicom 5" Sense

e Latent fingerprints etc.

About -10°C About +50°C
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| Optic skin properties vs. finger fakes I. |
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| Optic skin properties vs. finger fakes Il |
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| Optic skin properties vs. finger fakes . |

® O}

FERTFEKXKEF . l
Tokyo Institute of Technology [ [
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| Optic skin properties vs. finger fakes IV. | 0
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| Optic skin properties vs. finger fakes V. |
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| New tests using finger fakes |
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| Skin diseases . .

. is’ro’rhlicol changes
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| Skin diseases II. |
Project

&) CRD HDIN Verruca vulgaris. Psoriasis — a partial seizure.
Fingertip eczema — a light form_
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| Finger veins recognition for LFD | i

(3) enhanced ROI (4) detected veins

(1) acquired image (2) contours and
rotation estimation

NIR LEDs . Cheap infrared LEDs and
Vein ' ' ' ' camera
e . Same or better
—
' Em performance than
e fingerprint recognition
. Suited as a multibiometric
CCD characteristic
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| Finger veins — Acquired and processed images |
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| Eye iris and eye retina - Basic principles | o

* One device for acquirement of eye iris and
eye retina — possible ways of use are for
biometrics and ophthalmology
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| Internal structure of the device | o
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| Housing | 1
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| Images
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| Results

|
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| Eye diseases
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Thank you for your attention.




