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Figure 1: Possible states of a shared variable
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Figure 2: Byte-code of the x++ statement

; ��������� �
� ������ �� 
�
��� 	
��� �� ����������
��� ��� ��
�	� 	��� �� �������� ���� ��� �����	��� � ���
 ��#����� ����� �� �� ������� ���
������
;������ ��� �	��� �������� �
� ������ �� 	������� ��

��� NRKNTPW�T[KR �[X �PNNRQW ���	� 	� �� 
��������� �
 �� �	�� 	�� �� ��� ���	���� NO LTKNPX R PYYRKK �[X �PNNRQW
-&E: � ��� ��������
�� �
� ������ ��  	��������� �����
� ��� ����� ��� 	�������� �� 	��	��� � ��� ��������� �� ���
����� ��� �� ���� ��� ���
 �� �� 
��� ������ ��� ����� ���
� ����
� � ���� �
�� ��� ��� 	�������� ����� ����� � ;� ���
���� ��  	��� ���� ��� 	����� ��� ��� ��������
�� �
�
������ �� �� � �� � ) �
��� �����	��� ������������� �� ��� 	��������� ����� ���

�� �� � �� � � � ��� ��
� �� ��� ����� ���� �� � �� ����� ��
��� ��	� � ����� � ����� � �� &� ���� � ��� 	�������� ��
������ � ���� � � "� � �� ��� �
�� � ���� ��� ��
� �� � �� �����
��	� ��� %�� ��� �����
	����� � ����� C �� �' �������� ��

if (p != null) {

p = p.next;
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Figure 3: Example of the test-and-use bug pattern
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Figure 4: Byte-code of the example from Fig. 3
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Figure 5: A while loop showing an example of the

repeated test-and-use bug pattern
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Figure 6: Byte-code of the while loop from Fig. 5
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Figure 7: An inherent race
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2Note that inherent races could even be defined indepen-
dently of the notion of data races that we gave in Sec. 2
since they can appear even if all accesses to the involved
shared variable are guarded by locks. We do not consider
such a situation here as we suppose a data race detector to
be used for detecting bugs, which does not allow us to de-
tect the more general kind of inherent races. However, if one
uses another way of detecting bugs, the healing techniques
we describe could be applied even in the more general case.
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3We have not implemented the re-use of already existing
locks suggested by the data race detector for healing. The
reason is that ConTest currently does not listen on events
on explicit locks and so it can suggests us with implicit locks
only, but those cannot be fully manipulated explicitly.
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4Note that we were not yet using any bounded model check-
ing nor static analysis to ensure safety of healing by adding
new synchronisation locks.
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